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	PayPass – Mag Stripe CPV Sample Submission Form
December 2008
To be completed and returned to:
chip_personalization@mastercard.com 

	


PayPass – Mag Stripe CPV Sample Submission Form
Contact Details
	Name
	

	Company Name
	

	Classification
(Issuer / Processor)
	

	Address
	

	Contact Person
	Name
	

	
	Telephone
	

	
	E-mail
	


Product Identification
	Name
	

	Commercial Name
	

	Technical Name
	

	Product Version
	

	Vendor
	

	Letter of Approval
	


Product Component and Assembly Details

	Component
	Description
	Production Company
	Production Site
	Product Name and Version
	CQM Label

	PIC
	Production of the IC
	
	
	
	

	PICM
	Assembly of the IC into a micro-module
	
	
	
	

	PIL
	Assembly of micro-module and antenna, production of the inlay
	
	
	
	

	PICC
	Lamination of the card body
	
	
	
	

	PICCP
	Personalization of the card
	
	
	
	


Chip Data Objects
In the following table provide the values of the chip data objects which are personalized on your PayPass Mag Stripe card.
· Please refer to MasterCard PayPass Mag Stripe, Issuer Implementation Requirements Guide and MasterCard PayPass - Mag Stripe Technical Specification for additional details about the definition and use of the data elements
· Unless otherwise specified, the chip data objects in the card are mandatory

	Name
	Tag
	Format
	Value
	Definition / Requirement

	Application File Locator (AFL)
	94
	b, var. up to 252 bytes
	
	Identifies the files and records containing the data to be used for the transaction.
Required value: ‘08010100’.
Refer to EMV book 3 for additional details

	ADF Name
	4F
	b, 5-16 bytes
	
	Identifies the PayPass application on the card.
Required value: ‘A0000000041010’. (MasterCard)

	Application Interchange Profile (AIP)
	82
	b, 2 bytes
	
	Indicates the ability of the card to support specific functions in the application
Required value: ‘0000’.
Refer to EMV book 3 for additional details

	Application Label
	50
	an, 1-16 bytes
	
	Mnemonic associated with the Application ID.
Recommended value (ASCII format): ‘4D617374657243617264’ (MasterCard)
‘4D415354455243415244’ (MASTERCARD) is also acceptable.

	Application Preferred Name
	9F12
	an, 1-16 bytes
	
	Preferred mnemonic associated with the Application ID.
Optional field, ASCII format shall be used.
Refer to EMV book 3 for additional details
‘N/A’ if not used

	Application Priority Indicator
	87
	b, 1 byte
	
	Indicates the priority of the associated

application in a directory
Required value: ‘01’

	Application Version Number
	9F6C
	b, 2 bytes
	
	Version number assigned by the

payment system for the specific PayPass – Mag Stripe application in the card 
Required value: ‘0001

	Dedicated File (DF) Name
	84
	b, 5-16 bytes
	
	Identifies the name of the DF as described in ISO/IEC 7816-4.  The value of the DF Name must be the same as the value of the ADF Name (tag ‘4F’) of the corresponding application. 
Required value: ‘A0000000041010’.

	Issuer Code Table Index
	9F11
	n2, 1 byte
	
	Indicates the code table used to display the Application Preferred Name
Optional field 
if Application preferred name is used then recommended value: ‘01’; otherwise ‘N/A’ if not used

	Language Preference
	5F2D
	an2, 2-8 bytes
	
	Represents 1-4 languages stored in order of preference.
Optional field,. ASCII format shall be used.
Recommendation for the U.S. is ‘656E’ (EN), otherwise ‘N/A’ if not used

	Processing Objects Data Object List (PDOL)
	9F38
	b, var. up to 252 bytes
	
	Specifies the reader resident data objects to be included in the data field of the GET PROCESSING OPTIONS command 
Optional field,
PDOL usage is not recommended.
‘N/A’ if not used

	Track 1 data
	56
	ans, var. up to 76 bytes
	
	Contains the data objects of the track 1 according to ISO/IEC 7813 Structure B 
Enter the value personalized on the PayPass chip (not physical magstripe) as per sample card personalization.

	Track 1 bit map for CVC3 (PCVC3TRACK1)
	9F62
	b, 6 bytes
	
	Indicates to the PayPass reader the positions in the discretionary data field of the Track 1 Data where the qTRACK1 CVC3TRACK1 digits must be copied. 
Conditional field 

	Track 1 bitmap for UN and ATC (PUNATCTRACK1)
	9F63
	b, 6 bytes
	
	Indicates to the PayPass reader the positions in the discretionary data field of the Track 1 Data where the nUN UN digits and tTRACK1 ATC digits have to be copied.
Conditional field 

	Track 1 Number of ATC Digits (NATCTRACK1)
	9F64
	b, 1 byte
	
	Represents the number of digits of the ATC to be included in the discretionary data field of the Track 1 Data..

	Track 2 data
	9F6B
	b, var. up to 19 bytes
	
	Contains the data objects of the track 2 according to [ISO/IEC 7813], 
Enter the value personalized on the PayPass chip (not physical magstripe) as per sample card personalization.

	Track 2 bitmap for CVC3 (PCVC3TRACK2)
	9F65
	b, 2 bytes
	
	Indicates to the PayPass reader the positions in the discretionary data field of the Track 2 Data where the qTRACK2 CVC3TRACK2 digits have to be copied.

	Track 2 bitmap for UN and ATC (PUNATCTRACK2)
	9F66
	b, 2 bytes
	
	Indicates to the PayPass reader the positions in the discretionary data field of the Track 2 Data where the nUN UN digits and tTRACK2 ATC digits have to be copied.

	Track 2 Number of ATS Digits (NATCTRACK2)
	9F67
	b, 1 byte
	
	Represents the number of digits of the ATC to be included in the discretionary data field of the Track 2 Data.

	Unpredictable Number of Data Objects List (UDOL)
	9F69
	b, var. up to 252 bytes
	
	Specifies the data objects to be included in the data field of the COMPUTE CRYPTOGRAPHIC CHECKSUM command
Optional field, 
UDOL usage is not recommended. 
‘N/A’ if not used


PayPass On-Behalf Service (OBS) Usage

In the following table provide the information requested regarding:

· Your use, or not, of the PayPass On-Behalf Services (OBS)
· Your compliance with PayPass On-Behalf Services Personalization Requirements regarding the usage of the PAN Sequence Number (PSN) in ICC Derived Key for CVC 3 Generation (KDCVC3). Refer to chapter “Technical Impacts” in the MasterCard PayPass On-Behalf Services Guide for full details about these requirements
For all questions below, delete the answer(s) that are not applicable.

	Question
	Answer

	Which PayPass-Magnetic Stripe On-Behalf service do you support?
	· None

· Dynamic CVC 3 Validation in Stand-In Service

· Dynamic CVC 3 Pre-validation Service

· PayPass Mapping Service (Processing Only)

	Is the PAN Sequence Number (PSN) used in KDCVC3 derivation for ALL your PayPass cards? Please answer this question and the ones that follow even if you do not support PayPass-Magnetic Stripe On-Behalf Services.
	· Yes

· No

	
	If your answer is Yes, please answer the following questions:
	

	
	
	Does the PSN contain one significant digit?
	· Yes
· No

	
	
	Is the PSN significant digit present in track1 and track2 Discretionary Data?
	· Yes
· No

	
	
	Do you left-pad the PSN significant digit with zero to obtain a value between 00 and 09 before deriving KDCVC3?
	· Yes
· No


Dynamic CVC3 Parameters
In the following table provide the values required to test dynamic CVC3 validation. As these data objects are specific to each card, please use the values corresponding to the sample card that you are submitting to CPV.
	Name
	Value

	PAN Sequence Number used for CVC3 computation
	

	IVCVC3TRACK1
	

	IVCVC3TRACK2
	


TEST Issuer Master Key for Dynamic CVC3 Generation (TEST IMKCVC3)
In the following sections you need to provide information related to the TEST Issuer Master Key that was used to generate the ICC Derived Key for CVC3 Generation (KDCVC3) which is personalized on the sample card that you are submitting to CPV. This information is required by CPV team to test dynamic CVC3 validation. Please complete key data in only one of the subsections below depending on the method that you chose to communicate your TEST IMKCVC3 key. All these methods are described in Appendix B of Card Personalization Validation Guide for PayPass – Mag Stripe (December 2008).
NOTE:
Only TEST keys can be sent to CPV team. Issuers participating in the MasterCard on-behalf processing services that require the exchange of PRODUCTION keys must send these production keys using MasterCard standard OBKM (On-Behalf Key Management) procedures.

Data to be completed in this section must be expressed in hex (hexadecimal) format. Hex characters are those that contain the digits 0 to 9 and the letters A to F.

Method 1 – Clear Text Key
	Name
	Format

(number of hex characters)
	Value

	TEST IMKCVC3  Clear Text value
	32
	

	TEST IMKCVC3  KCV
	6
	


Method 2 – Clear Text Key Components

	Name
	Format (number of hex characters)
	Value

	TEST IMKCVC3  component 1
	32
	

	TEST IMKCVC3  component 1 KCV
	6
	

	TEST IMKCVC3  component 2
	32
	

	TEST IMKCVC3  component 2 KCV
	6
	

	TEST IMKCVC3  component 3
	32
	

	TEST IMKCVC3  component 3 KCV
	6
	

	TEST IMKCVC3  KCV
	6
	


Method 3 – Encrypted Key Using a MasterCard-specified KEK
	Name
	Format (number of hex characters)
	Value

	TEST IMKCVC3  encrypted with KEK (in 3DES using ECB mode)
	32
	

	TEST IMKCVC3  KCV
	6
	


Method 4 – Encrypted Key using Issuer-specified KEK

	Name
	Format (number of hex characters)
	Value

	TEST IMKCVC3  encrypted with KEK (in 3DES using ECB mode)
	32
	

	TEST IMKCVC3  KCV
	6
	


Please complete only one of the subsections below depending on how you will communicate the KEK to the CPV team.
KEK communicated in clear text

	Name
	Format (number of hex characters)
	Value

	KEK Clear Text value
	32
	

	KEK KCV
	6
	


KEK communicated in components

	Name
	Format (number of hex characters)
	Value

	KEK component 1
	32
	

	KEK component 1 KCV
	6
	

	KEK component 2
	32
	

	KEK component 2 KCV
	6
	

	KEK component 3
	32
	

	KEK component 3 KCV
	6
	

	KEK KCV
	6
	


Physical Magnetic Stripe Data
	Name
	

	Track 1
	

	Track 2
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