PayPass M/Chip Terminal Vendor Testing Process Note #1

PayPass Test Cases for Level2 Terminal Testing -

Application Note #2

This document describes the changes between:

1 PayPass Test Cases for Level2 Terminal Testing, Version 1.3, February 2008

and:

1 PayPass Test Cases for Level2 Terminal Testing, Version 1.4, April 2008

There are three categories of changes:

New Tests Created for Alignment with PayPass MagStripe v3.3 Specifications
These tests have a major impact on the currently approved readers (since the
specifications are not yet implemented on the readers.).

These new Test Cases are optional for Level2 Terminal Testing until May 31st, 2008.
Following this date they will be mandatory.

Issues Fixed in the Test Cases

One test (P21.4502-01.01) has a major impact on the currently approved readers. Another
test has a potential impact.

These new Test Cases shall be used for Level2 Terminal Testing as soon as published.

New Tests Created for Test Coverage Improvement
These tests have a potential impact on the currently approved readers.
These new Test Cases shall be used for Level2 Terminal Testing as soon as published.

This application note is dated April 22, 2008.
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PayPass M/Chip Terminal Vendor Testing Process Note #1

1. New Tests Created for Alignment with PayPass
MagStripe v3.3 Specifications

Test:

S$21.2480-00.00

Change details: New test
Reason of change: PayPass MagStripe v3.3

Impact:

Major

S21.2480-00.00 - Building the Candidate List : PIX extensions (MSv3.3)

To ensure the PayPassreader adds all applications to the candidate list, when

Objective ADF Namein an FCI Issuer Discretionary Data directory entry includes PIX
extension.

Applicability

Conditions [NOMCHIP] and [V3.3]
[MSV3.2]: N/A

References [MSV3.3]: 1.3.1.4 Building the Candidate List

[MChipV1.3]: N/A

LT Conditions

Case 01: LT returns two Maestro AlDs (with different extension) in such away it
isidentical upto and longer than PayPass reader AID.

Case 02: LT returnstwo Mastercard AlDs (with different extension) in such a
way it isidentical upto and longer than PayPass reader AID.

Case 03: LT returnstwo Test AIDs (with different extension) in such away it is
identical upto and longer than PayPass reader AID.

Procedure Application Selection with PPSE process is performed.
p — The PayPass reader issues a SELECT command with highest priority AID and
ass Criteria . L .
continues the transaction till completion
In PayPass MagStripe v3.3, theterminal does not use the ASI (Application
Selection Indicator). Also the partial selection is no longer forbidden on PayPass
Note applications (Mastercard and Maestro). Therefore the partial selection can be used

with any application and whatever the AS| value
Related test for V3.2 is P21.2470-02.00

Related test for MChip is C21.2470-01.00
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Test:

S21.2481-00.00

Change details: New test
Reason of change: PayPass MagStripe v3.3

Impact:

Major

S21.2481-00.00 - Building the Candidate List : Card returns SW<>'9000' to PPSE (M S

v3.3)
To ensurethat if the PayPass reader supports Magstripe V3.3, and card returns
Objective status other than * 90 00" in response to the SELECT PPSE command, the PayPass
reader must terminate the transaction.
Applicability
Conditions [V33]
[MSV3.2]: N/A
References [MSV3.3]: 1.3.1.2 Building the Candidate List

[MChipV1.3]: N/A

LT Conditions

LT returns status other than 90 00 to SELECT PPSE command.

Procedure Applicationin LT is selected and transaction is processed with LT
Pass Criteria The PayPass reader shall terminate the transaction
Note Related testsfor 3.2 & MChip: P21.2450-00.00
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Test:

S21.2482-00.00

Change details: New test
Reason of change: PayPass MagStripe v3.3

Impact:

Major

S21.2482-00.00 - Error OccursDuring PPSE (MSV3.3)

To ensurethat, if any error occurs during PPSE selection, then the PayPass reader

Objective supporting Magstripe V 3.3 must terminate the transaction
Applicability
Conditions [V33]
[MSV3.2]: N/A
References [MSV3.3]: 1.3.1.3 Building the Candidate List

[MChipV13]: N/A

LT Conditions

case 01:SELECT PPSE response does not contain FCI Template tag

case 02:SELECT PPSE response does not contain DF Name tag

case 03:SELECT PPSE response does not contain FCI Proprietary Template tag
case 04:SELECT PPSE response does not contain FCI Issuer Discretionary Data
tag

case 05:SELECT PPSE response contains a directory record that does not contain
an ADF Name tag

case 06:LT returnsincorrect reponse to Select PPSE: 'EF EF' (==> go to Select
AlID method)

Procedure Application selection with PPSE processis performed by the LT.
PassCriteria The PayPass reader shall terminate the transaction
Note Related testsfor 3.2 & MChip: P21.2450-00.00
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Test:

S21.2482-00.01

Change details: New test
Reason of change: PayPass MagStripe v3.3

Impact:

Major

S21.2482-00.01 - Building the Candidate List : Candidatelist isempty (MSV3.3)

To ensure that, after SELECT PPSE method, if no directory entries that match

Objective applications supported by the PayPass reader are found, then the PayPass reader
supporting Magstripe V 3.3 must terminate the transaction

Applicability

Conditions [V33]
[MSV3.2]: N/A

References [MSV3.3]: 1.3.1.3 Building the Candidate List

[MChipV1.3]: N/A

LT Conditions

No directory entry in the FCI Issuer Discretionary Datain the FCI of the PPSE
matches applications supported by the PayPassreader during SELECT PPSE
processing.

Procedure Application Selection with PPSE processis performed.
Pass Criteria The PayPass reader shall terminate the transaction
Note Related test for V3.2 and MChip is P21.2480-00.00

© 2008 MasterCard

April 2008
Page 5/26
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Test:

S24.3596-00.00

Change details: New test
Reason of change: PayPass MagStripe v3.3

Impact:

Major

S24.3596-00.00 - PayPass reader shall not verify servicecodein Track 1 dataor Track 2

data
To ensure that during the Magstripe transaction, the PayPassreader shall not
Objective validate the values 2 and 6 in the first digit of the service code present in Track 1
Data or Track 2 Datato determine if a contact chip transaction is required
Applicability
Conditions [V33]
[MSV3.2]: N/A
References [MSV3.3]: 3.3.1.3 Exception Processing

[MChipV1.3]: N/A

LT Conditions

Case 01 : Service code valuein Track 1is'100' (International)
Case 02 : Service codevaluein Track 1is'221' (International/ICC)
Case 03 : Service code valuein Track 1is'543' (National)

Case 04 : Servicecodevaluein Track 1is'662' (National/ICC)
Case 05 : Service codevaluein Track 1is'774' (Private)

Case 06 : Service code valuein Track 2 is'126' (International)
Case 07 : Service code valuein Track 2 is'245' (International/ICC)
Case 08 : Service code valuein Track 2is'577' (National)

Case 09 : Service code valuein Track 2 is'601' (National/ICC)
Case 10: Service code valuein Track 2 is'760' (Private)

Procedure Applicationin LT is selected and transaction is performed with LT.

S The PayPass reader shall not check the first digit of the Service Code and
Pass Criteria complete transaction successfully.
Note Information in parenthesis for each sub cases gives the description of Service

Code - first digit
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Test:

$44.3370-00.00

Change details: New test
Reason of change: PayPass MagStripe v3.3

Impact:

Major

$44.3370-00.00 - Completion function— Optional data missing

To ensure the PayPassreader prepares the Data Record, when LT does not

Objective contain optional data.
Applicability
Conditions [V33]

[MSV3.2]: N/A
References [MSV3.3]: 3.4.5Completion

[MChipV13]: N/A

LT Conditions

* LT contains, Track 2 Data

* LT does not contain Track 1 Data, PayPass Third Party Data, Application
Label, Application Preferred Name, Issuer Code Table Index, Language
Preference.

Procedure Applicationin LT is selected and transaction is processed with LT.
* The PayPass reader shall process the transaction until completion

Pass Criteria * Data Record sent to the terminal shall contain Track2 data and
DDCARD,TRACK?2 . DDCARD,TRACK?2 shall have the same value as returned
by LT. Data Record shall not contain any data stated in condition 2.

Note
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Test:

$44.3370-00.01

Change details: New test
Reason of change: PayPass MagStripe v3.3

Impact:

Major

$44.3370-00.01 - Completion function— Optional data present

To ensure the PayPassreader prepares the Data Record, when LT contains all

Objective mandatory and optional data.
Applicability
Conditions [V33]

[MSV3.2]: N/A
References [MSV3.3]: 3.4.5Completion

[MChipV13]: N/A

LT Conditions

LT contains, Track 2 Data, Track 1 Data, PayPass Third Party Data, Application
Label, Application Preferred Name, Issuer Code Table Index, Language
Preference.

Procedure

Applicationin LT is selected and transaction is processed with LT.

Pass Criteria

* The PayPass reader shall process the transaction until completion

* Data Record shall contains DDCard Trackl, DDCard Track2, Third Party Data,
Application label, Application Preferred Name, Issuer Code Table Index and
Language Preference same asreturned by LT.

* Datarecord shal also contain Trackl and Track2 data shall be as defined in
34.4.

Note
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Test: $44.3370-00.02

Change details: New test

Reason of change: PayPass MagStripe v3.3
Impact: Major

$44.3370-00.02 - Completion function— Data record with correct DDCARD, TRACK1,
DDCARD,TRACK?2

To ensure the PayPassreader prepares the Data Record with correct

Objective DDCARD,TRACK 1, DDCARD,TRACK?2.
Applicability
Conditions [V3.3]
[MSV3.2]: N/A
References [MSV3.3]: 3.4.5Completion

[MChipV13]: N/A

LT contains, Track 2 Data, Track 1 Datain such away that

Case 01: DDCARD,TRACK1 and DDCARD,TRACK2 shall be with the length 3
(Trackl and Track2 bitmaps are such as CVC3, UN, ATC and nUN fit in 3 digits.
Especially pCVC3 value shall be'0...07" for case 1)

Case 02 : DDCARD, TRACK1 shall bewith the length greater than 3 and less
than 56 and DDCARD, TRACK2 shall be with the length greater than 3 and less
LT Conditions than 8

Case 03: DDCARD,TRACK1 shall be with the length 56 and
DDCARD,TRACK2 shdl be with the length 8

Case 04 : DDCARD,TRACK1 shall be with the length 56 and
DDCARD,TRACK?2 shdl bewith the length greater than 3 and lessthan 8

Case 05 : DDCARD,TRACK?2 shall bewith the length 8 and

DDCARD, TRACK1 shall be with the length greater than 3 and less than 56

Procedure Applicationin LT is selected and transaction is processed with LT.

* The PayPass reader shall process the transaction until completion
* Data Record sent to the terminal shall contain Track?2, Trackl data and

Pass Criteria DDCARD,TRACK2 , DDCARD, TRACK 1. DDCARD, TRACK 2,
DDCARD,TRACK1 shall have the samevalue asreturned by LT.

Note
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Test:

$44.3370-00.03

Change details: New test
Reason of change: PayPass MagStripe v3.3

Impact:

Major

$44.3370-00.03 - Completion function— Data record with correct Third Party Data

To ensure the PayPassreader prepares the Data Record with same ‘third party

DalERE data return by LT.
Applicability
Conditions [V33]

[MSV3.2]: N/A
References [MSV3.3]: 3.45 Completion

[MChipV13]: N/A

LT Conditions

LT contains, Third Party Data with the length of

Case 01: LT contains, Third Party Data with the length of 5 (Proprietary Data
with length of 1 byte)

Case 02: LT contains, Third Party Data with the length of >5 and >32

Case 03: LT contains, Third Party Data with the length of 32 (Proprietary Data
with length of 28 byte)

Procedure Applicationin LT is selected and transaction is processed with LT.
* The PayPass reader shall process the transaction until completion

Pass Criteria * Data Record prepared to hand over to the terminal, shall contains correct (same)
third party data

Note
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Test: $44.3370-01.00

Change details: New test

Reason of change: PayPass MagStripe v3.3
Impact: Major

$44.3370-01.00 - PayPass reader doesnot store CVM list requested in UDOL

Objective To ensure that the PayPass reader does not store CVM list returned by LT
Applicability
Conditions [V33]
[MSV3.2]: N/A
References [MSV3.3]: 3.4.5Completion

[MChipV1.3]: N/A

UDOL requests Unpredictable Number (9F6A) and CVM list PayPass MagStripe
(9F 68).

Case01: AIPof LT indicates CVM is supported. Both CVM lists PayPass
(9F68) and EMV (8E)are ‘ Signature if supported’ (1E 03).

Case 02: AIPof LT indicates CVM is not supported. Both CVM lists PayPass
(9F68) and EMV (8E) are ‘Online pin Always (02 00)

LT Conditions

Procedure Applicationin LT is selected and transaction is processed with LT

* Vaue of CVM list in UDOL shall befilled with hexadecimal zeroes

Pass Criteria * Transaction shall complete successfully

Note
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Test: $44.3370-01.01

Change details: New test

Reason of change: PayPass MagStripe v3.3
Impact: Major

$44.3370-01.01 - PayPass reader does not perform CVM process

To ensure that the PayPass reader does not perform Cardholder verification

Objective process based on data returned by the card..
Applicability
Conditions [V33]
[MSV3.2]: N/A
References [MSV3.3]: 3.4.5Completion

[MChipV13]: N/A

Case 00: Perform an initializati on transaction with amount 10 (eg: 0.10 euros).
AIP of LT indicates Cardholder Verification is not supported. LT does not return
any CVM list. Same amount shall be used in following tests. The Cardholder
Verification method, if any, shall be recorded by the tester for later check*.
Case01: AlIPof LT indicates CVM is supported. Both CVM lists PayPass
(9F68) and EMV (8E) are Fail CVM (00 00). Amount is same as for Case 00.
Case 02: AIP of LT indicates Cardholder Verification is supported. Both CVM
lists PayPass (9F68) and EMV (8E) are Enc Pin Online (02 00). Amount is same
asfor Case 00.

Case 03: AIP of LT indicates Cardholder Verification is NOT supported. Both
CVM lists PayPass (9F68) and EMV (8E) are (1E 00). Amount is same as for
LT Conditions Case 00.

Case 04 : AlIPof LT indicates Cardholder Verificationis NOT supported. Both
CVM lists PayPass (9F68) and EMV (8E) are No CVM (1F 00). Amount is same
asfor Case 00.

Case 05: AIP of LT indicates Cardholder Verification is NOT supported. Both
CVM lists PayPass (9F68) and EMV (8E) are Offline PIN always (01 00) .
Amount is same as for Case 00.

Case 06: AIP of LT indicates Cardholder Verification is NOT supported. Both
CVM lists PayPass (9F68) and EMV (8E) are (1E 03). Amount is same as for
Case 00.

Case 07: AIP of LT indicates Cardholder Verification is supported. Both CVM
lists PayPass (9F68) and EMV (8E) are (02 03). Amount is same as for Case 00.

Procedure Applicationin LT is selected and transaction is processed with LT
* Transaction shall complete successfully

Pass Criteria * The Cardholder Verification method, if any, shall be the samein all caseslisted
above.

* |f the reader under test is a PayPass reader included in a POS, the POS may
have its own Cardholder Verification method. The initialization test described
above permits to ensure that the Cardholder V erification method will always be
the same, whatever the CVM list returned by the card.

Note
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2. Issues Fixed in the Test Cases

Test: P21.4502-01.00
Change details: Applicability Conditions modified: thistest is now only applicable to
PayPass M/Chip.

Reason of change:  Test Caseissue. Asfrom PayPass MagStripe v3.2 specifications, the
PayPass MagStripe reader must abort when card returns 6985’ to
GetPO.

Impact:

P21.4502-01.00 - GET PROCESSING OPTIONS: Card returns’6985 - M/Chip

To ensure that the PayPass M/Chip reader accepts afailed status '6985' in
Objective response to GET PROCESSING OPTIONS command, and understands it as
failed processing and switches back to the application sel ection phase

Applicability

P oS [MCHIF and [MULTIAPPLI]

[MSV3.2]: 2.3.4 Status Bytes for GET PROCESSING OPTIONS Command
References [MSV3.3]: 2.3.4 Status Bytes for GET PROCESSING OPTIONS Command
[MChip V1.3]: 4.6.1.7 Initiate Application Processing

* LT have three mutually supported applications

* The AIP has bit b8 in byte 2 set to 1b ("M/Chip profile supported").

* LT Applications have: Application 1 has the Application Priority Indicator b8
setto‘1l’, Application 2 hasthe Application Priority Indicator b8 set to ‘0" and
Application 3 has the Application Priority Indicator b8 set to ‘O’

* Application 2 of LT hasapriority value greater than Application 3

* LT returns status '6985' in response to GET PROCESSING OPTIONS of the
application 2

LT Conditions

Procedure * Application Selection is performed and and transaction is processed with LT.

* The PayPass reader returns to the final selection process after the GET
PROCESSING OPTIONS '69 85' response

Pass Criteria * The PayPass reader shall process the transaction with Application 3, until
completion by requesting aTC or an AAC.

Note Related testcase for Magstripe is P21.4502-01.01
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Test: P21.4502-01.01

Change details: New test

Reason of change: Test Caseissue. Asfrom PayPass MagStripe v3.2 specifications, the
PayPass M agStripe reader must abort when card returns ‘6985’ to

GetPO.
Impact: Major

P21.4502-01.01 - GET PROCESSING OPTIONS: Card returns’6985 —Mag Stripe

To ensure that the PayPass Magstripe reader terminates the transaction when LT

Objective response with '6985' to GET PROCESSING OPTIONS command.
Applicability
Conditions [MULTIAPPLI]

[MSV3.2]: 2.3.4 Status Bytes for GET PROCESSING OPTIONS Command
References [MSV3.3]: 2.3.4 Status Bytes for GET PROCESSING OPTIONS Command

[MChip V1.3]: 4.6.1.7 Initiate Application Processing

* LT have three mutually supported applications

* The AIP has bit b8 in byte 2 set to Ob ("Magstripe profile supported™).

* LT Applications have: Application 1 has the Application Priority Indicator b8
setto ‘1, Application 2 hasthe Application Priority Indicator b8 set to ‘0’ and
Application 3 hasthe Application Priority Indicator b8 set to ‘0’

* Application 2 of LT hasapriority value greater than Application 3

* LT returns status '6985' in response to GET PROCESSING OPTIONS of the

LT Conditions

application 2
Procedure Application Selection is performed and and transaction is processed with LT.
PassCriteria The PayPass Magstripe reader shall terminate the transaction
Note Related testcase for MChip is P21.4502-01.00
© 2008 MasterCard April 2008
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3. New Tests Created for Test Coverage Improvement

Test: C24.0295-01.00

Change details: New test

Reason of change: Test coverage improvement
Impact: Potential

C24.0295-01.00 - Data objects - with minimum length

To ensure the PayPassreader behaves correctly when the variable length data

Objective obj ects have minimum length'

Applicability

Conditions [MCHIF

References [MChipV1.3]: 6.1- Annexe A - EMV book 3 Data object format

a) AIP of LT indicates ‘MChip is supported’

b) LT returns the following in response to PPSE:

- Application Label (50) with length of 1 byte

¢) The selected application is such asthe FINAL SELECT includes the following
items:

- Application Label (50) with length of 1 byte

- Application Preferred name (9F12) with length of 1 byte

- Bank Identifier Code (5F54) with length of 8 bytes

LT Conditions - Language Preference (5F2D) with length 2 bytes

d) LT returnsthe following in response to READ RECORD

- Application Reference currency (9F3B) with length of 2 bytes

- Application Reference currency exponent (9F43) with length of 1 byte
- Cardholder name (5F20) with length of 2 bytes

- Cardholder Name extended (9FOB) with length of 27 bytes

- |CC dynamic Number (9F4C) with length of 2 bytes

- Application Discretionary Data (9F05) with length of 1 byte

€) CDOL 1 requests all data Elements stated in condition c) and d)

Procedure Applicationin LT is selected and transaction is processed with LT.
* PayPass reader shall continue the transaction successfully

Pass Criteria * The LT shall receive the same datareturned by LT in the GENERATE AC data
field

Note
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Test: C24.0295-01.01

Change details: New test

Reason of change: Test coverage improvement
Impact: Potential

C24.0295-01.01 - Data objects —with maximum length (1)

To ensure the PayPassreader correctly behaves when the variable length data

Clalfesiie objects have maximum length'

Applicability

Conditions [MCHIF

References [MChipV1.3]: 6.1- Annexe A - EMV book 3 Data object format

a) AIP of LT indicates ‘M Chip is supported’

¢) LT returnsthe following in response to PPSE:

- File Contral Information (FCI) Template (6F) with length of 252 bytes

- File Contral Information (FCI) Issuer Discretionary Data (BFOC) with length of
222 bytes (in response to PPSE)

- An Application Label (50) with length of 16 byte

LT Conditions d) The selected application is such as the FINAL SELECT includes the following
items:

- An Application Label (50) with length of 16 byte

- Application Preferred name (9F12) with length of 16 byte

- Bank Identifier Code (5F54) with length of 11 bytes

- Language Preference (5F2D) with length 8 bytes

€) CDOL 1 requestsal LT data stated in condition d)

Procedure Applicationin LT is selected and transaction is processed with LT.

* PayPass reader shall continue the transaction successfully

Pass Criteria * The LT shall receive correct datain the GENERATE AC datafield

Note
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Test: C24.0295-01.02

Change details: New test

Reason of change: Test coverage improvement
Impact: Potential

C24.0295-01.02 - Data objects - with maximum length (2)

To ensure the PayPassreader correctly behaves when the variable length data

Clalfesiie objects have maximum length

Applicability

Conditions [MCHIF

References [MChipV1.3]: 6.1- Annexe A - EMV book 3 Data object format

a) LT contains

- Application Reference currency (9F3B) with length of 8 bytes

- Application Reference currency exponent (9F43) with length of 4 byte
- Cardholder name (5F20) with length of 26 bytes

- Cardholder Name extended (9FOB) with length of 45 bytes

- ICC dynamic Number (9FAC) with length of 8 bytes

- International Bank Account Number (5F53) with length of 34 bytes

- Issuer Application Data (9F10) with length of 32 bytes

- Application Discretionary Data (9F05) with length of 32 bytes

- Track 2 Data (57) with length of 19 bytes (PAN with 19 digits)

b) CDOL1 requests dl LT data stated in condition a) except Issuer Application
Data (9F10)

LT Conditions

Procedure Applicationin LT isselected and transaction is processed with LT.

* PayPass reader shall continue the transaction successfully
* The LT shall receive correct datain the GENERATE AC datafield

PassCriteria * The Batch data capture or Financial confirmation message or any form of
receipt shall contain the correct Issuer Application Data returned in response to
GENERATE AC

Note
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Test:

C24.0295-01.03

Change details: New test
Reason of change: Test coverage improvement

Impact:

Potential

C24.0295-01.03 - Data objects - with maximum length (3)

To ensure the PayPassreader correctly behaves when the variable length data

Clalfesiie objects have maximum length

Applicability

Conditions [MCHIF

References [MChipV1.3]: 6.1- Annexe A - EMV book 3 Data object format

LT Conditions

* LT contains Cardholder Verification Method List (8E) with length of 248 bytes
* CDOL1 requests CVM list

Procedure Applicationin LT is selected and transaction is processed with LT.
Pass Criteria * PayPass reader shall continue the transaction successfully
* The LT shall receive correct datain the GENERATE AC datafield
Note
Test: C24.0295-01.04
Change details: New test

Reason of change: Test coverage improvement

Impact:

Potential

C24.0295-01.04 - Data objects - with maximum length (4)

To ensure the PayPassreader correctly behaves when the variable length data

Clajesive objects have maximum length

Applicability

Conditions [MCHIF

References [MChipV1.3]: 6.1- Annexe A - EMV book 3 Data object format

LT Conditions

* LT contains DDOL (9F49) with length of 248 bytes
* CDOL1 reguests DDOL

Procedure Applicationin LT is selected and transaction is processed with LT.

Pass Criteri * PayPass reader shall continue the transaction successfully
asstriteria * The LT shall receive correct datain the GENERATE AC datafield

Note
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Test: C24.0295-01.05

Change details: New test

Reason of change: Test coverage improvement
Impact: Potential

C24.0295-01.05 - Data objects - with maximum length (5)

To ensure the PayPassreader correctly behaves when the variable length data

Clalfesiie objects have maximum length

Applicability

Conditions [MCHIF

References [MChipV1.3]: 6.1- Annexe A - EMV book 3 Data object format

* LT contains TDOL (97) with length of 248 bytes

LT Conditions | o0 1 requests TC Hash

Procedure Applicationin LT is selected and transaction is processed with LT.
Pass Criteria * PayPass reader shall continue the transaction successfully
* The LT shall receive correct TC hashin the GENERATE AC datafield
Note
© 2008 MasterCard April 2008
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Test: P26.3010-00.01

Change details: New test

Reason of change: Test coverage improvement
Impact: Potential

P26.3010-00.01 - Data objects - with minimum length - Application identifier

To ensure the PayPassreader correctly behaves when the variabl e length data

Objective objects have minimum length. Case of Application identifier.

Applicability
Conditions

[MSV3.2]: 6.1 Data Object Format
References [MSV3.3]: 5.4 Data Object Dictionary
[MChipV1.3]: 6.1- Annexe A - EMV book 3 Data Elements Dictionary

LT returns the following in response to PPSE:

- Application Identifier (4F) with length of 5 bytes (PIX length is O byte)

LT Conditions The selected application is such asthe FINAL SELECT includes the following
items:

- Dedicated Name (84) with length of 5 bytes

Procedure Applicationin LT is selected and transaction is processed with LT.

* The PayPass reader shall use the same 5 bytes AID returned in the PPSE
response for FINAL SELECT

Pass Criteria * Application selection process will correctly complete and PayPass reader will
send a correct Get Processing Options command. End of the transaction is out of
SCope.

Typically thistest will usethe AID ‘Test’ defined in the Terminal Vendor Guide
present on PayPass.com.

Sincethis AID may not be associated to areal PayPass application, the
transaction may finish after Get PO.

Note
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Test: P26.3010-00.02

Change details: New test

Reason of change: Test coverage improvement
Impact: Potential

P26.3010-00.02 - Data objects—with maximum length — Application I dentifier

To ensure the PayPassreader correctly behaves when the variable length data

Objective obj ects have maximum length. Case of Application Identifier.
Applicability
Conditions (IMCHIP] and [MULTIAPPLI] or [V3.3])

[MSV3.2]: 6.1 Data Object Format
References [MSV3.3]: 5.4 Data Object Dictionary
[Mchip V1.3]: 6.1 - Annexe A - EMV book 3 Data Elements Dictionary

a) LT returnsthe following in response to PPSE:

- An Application Identifier (4F) with length of 16 bytes (PIX lengthis 11 bytes)
b) The selected application is such asthe FINAL SELECT includes the following
LT Conditions item:

- Dedicated Name (84) with length of 16 bytes (AID with PIX extension may be
used)

c) PDOL requests Application identifier (9F06) with the length of 16 bytes,

Procedure Applicationin LT is selected and transaction is processed with LT.

* PayPass reader shall continue the transaction successfully
* GetPo data field shall contain value of the data object with correct length.

Pass Criteria * The PayPass reader shall use the same 16 bytes AID return in the PPSE
response for FINAL SELECT
* Partial Select is not supported in PayPass MagStripe v3.2.

Note * Partial select can be used in PayPass M Chip but not on Mastercard nor Maestro
AlDs.
* In PayPass MagStripe v3.3, Partial select can be used on any AID."
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Test:

S24.3600-00.03

Change details: New sub-case (* '6283')
Reason of change: Test coverage improvement

Impact:

Potential

S24.3600-00.03 - Exception Processing Data : Status Bytes (CCC command)

To ensure that, once the application selection process has been completed, if the

Objective PayPass reader receives any SW1SW2 from the card other than '9000' or '6283'
then the PayPass reader terminates the transaction.

Applicability

Conditions
[MSV3.2]: 4.2.2.1 Exception Processing

References [MSV3.3]: 3.3.2.1 Exception Processing

[MChip V1.3]: 4.3.2.1 Exception Processing

LT Conditions

Test is performed for the cases where the LT returns the following status bytes for
the CCC command:

* '6A86'.

*'6700'.

* '6985'.

* '6E00".

* '6DO00".

* '6F00".

* '6283..

Procedure

Applicationin LT is selected and transaction is processed with LT.

PassCriteria

The PayPass reader shall terminate the transaction.

Note
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Test: $44.3380-00.00

Change details: New test

Reason of change: Test coverage improvement
Impact: Potential

$44.3380-00.00 - Data objects - with minimum length

To ensure the PayPassreader correctly behaves when the variable length data

Objective objects have minimum length.

Applicability
Conditions

[MSV3.2]: 6.1 Data Object Format
References [MSV3.3]: 5.4 Data Object Dictionary
[MChipV1.3]: 6.1 - Annexe A-EMV book 3 Data Elements Dictionary

a) AIP of LT indicates ‘MChip is not supported’

b) LT returns the following in response to PPSE:

- Application Label (50) with length of 1 byte

¢) The selected application is such asthe FINAL SELECT includes the following
items:

- Application Label (50) with length of 1 byte

- Application Preferred name (9F12) with length of 1 byte

LT Conditions - Language Preference (5F2D) with length 2 bytes

d) LT returnsthe following in response to READ RECORD

- Track 1 data (PAN is 16 digitslong, Namein Track 1 with length of 2 bytes)
Even if PayPassreader should not check this data item, please follow 1SO7813
for this test: "Minimum encoded data shall be a single alpha character (as
surname) and the surname separator”.

- Track 2 data (PAN is 16 digitslong, DD with 3 digits)

€) UDOL requests al data Elements stated in condition ¢) and d)

Procedure Applicationin LT is selected and transaction is processed with LT.

* PayPass reader shall continue the transaction successfully

PassCriteria * The LT shall receive correct datain the CCC datafield

Note
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Test: $44.3380-00.01

Change details: New test

Reason of change: Test coverage improvement
Impact: Potential

$44.3380-00.01 - Data objects —with maximum length

To ensure the PayPassreader correctly behaves when the variable length data

Objective objects have maximum length

Applicability
Conditions

[MSV3.2]: 6.1 Data Object Format
References [MSV3.3]: 5.4 Data Object Dictionary
[MChipV1.3]: 6.1 - Annexe A-EMV book 3 Data Elements Dictionary

a) AIP of LT indicates ‘MChip is not supported’

b) LT returns the following in response to PPSE:

- An Application Label (50) with length of 16 bytes

¢) The selected application is such asthe FINAL SELECT includes the following
items:

- An Application Label (50) with length of 16 byte

LT Conditions - Application Preferred name (9F12) with length of 16 byte

- Language Preference (5F2D) with length 8 bytes

d) LT returnsthe following in response to READ RECORD

- Track 1 datawith the length of 76 bytes (Pan with length of 19 digits, Name
with length of 26 bytes)

- Track 2 datawith the length of 19 bytes (PAN with length of 19 digits)

e) UDOL requests all LT data stated in condition c) and d)

Procedure Applicationin LT is selected and transaction is processed with LT.
Pass Criteria * PayPass reader shall continue the transaction successfully
* The LT shall receive correct datain the CCC datafield
Note
© 2008 MasterCard April 2008
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Test: $44.3380-00.02

Change details: New test

Reason of change: Test coverage improvement
Impact: Potential

$44.3380-00.02 - UDOL - with maximum length

To ensure the PayPassreader correctly behaves when the UDOL have maximum

Objective length

Applicability
Conditions

[MSV3.2]: 6.1 Data Object Format
References [MSV3.3]: 5.4 Data Object Dictionary
[MChipV1.3]: 6.1 - Annexe A-EMV book 3 Data Elements Dictionary

* AIPof LT indicates ‘M Chip is hot supported’

LT Conditions 1| T cntains UDOL with the length of 212 bytes

Procedure Applicationin LT is selected and transaction is processed with LT.

* PayPass reader shall continue the transaction successfully

Pass Criteria * CCC datafield shall contain value of the data object with correct length.

Note
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4. Summary of Changes

E;Ztrgﬁgg Change Comment Impact
C24.0295-01.00 new New testcase for test coverage improvement Potential
C24.0295-01.01 new New testcase for test coverage improvement Potential
C24.0295-01.02 new New testcase for test coverage improvement Potential
C24.0295-01.03 new New testcase for test coverage improvement Potential
C24.0295-01.04 new New testcase for test coverage improvement Potential
C24.0295-01.05 new New testcase for test coverage improvement Potential
P21.4502-01.00 Changed Get PO 6985 ==> switch ==> Mchip only Low
P21.4502-01.01 New Get PO 6985 ==> abort ==> Mstripe High
P26.3010-00.01 new New testcase for test coverage improvement Potential
P26.3010-00.02 new New testcase for test coverage improvement Potential

New testcase according to new specification
S$21.2480-00.00 new V3.3 High
New testcase according to new specification
$21.2481-00.00 new V3.3 High
New testcase according to new specification
S$21.2482-00.00 new V3.3 High
New testcase according to new specification
$21.2482-00.01 new V3.3 High
New testcase according to new specification
S$24.3596-00.00 new V3.3 High
S24.3600-00.03 New sub case | New sub case for test coverage improvement Potential
New testcase according to new specification
S44.3370-00.00 new V3.3 High
New testcase according to new specification
S44.3370-00.01 new V3.3 High
New testcase according to new specification
S$44.3370-00.02 new V3.3 High
New testcase according to new specification
S44.3370-00.03 new V3.3 High
New testcase according to new specification
S44.3370-01.00 new V3.3 High
New testcase according to new specification
S44.3370-01.01 new V3.3 High
S44.3380-00.00 new New testcase for test coverage improvement Potential
S44.3380-00.01 new New testcase for test coverage improvement Potential
S44.3380-00.02 new New testcase for test coverage improvement Potential
© 2008 MasterCard April 2008

Page 26/ 26



